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HIPERLOGIC ACTIVATION FILTER

Section 1. Introduction

The HiperlLogic Activation Filter (HAF) enables Windows HPC Server 2008 (HPCS) compute jobs that use
application licenses to wait until the required application licenses are available. An easy to use GUI enables
simple configuration and integration.

Most popular commercial HPC applications use FLEXIm™ technology for application licensing. HAF
includes out of the box support for FLEXIm licensed applications.

Section 2. Before You Begin

HAF requires the Microsoft HPC Pack 2008 be installed on the cluster head node before installing the
Activation Hilter. The cluster should be validated it is propetly configured and functioning before integrating
HAF.

Section 3. Installation

To install the application, download and execute the setup.exe program on the head node of the cluster.
Accept the EULA before continuing, or cancel the installation if you do not accept the license terms.

License Agreement

Please review the license terms before installing HiperLoagic H IP}‘: RI J( ]L} Il:

ActivationFilter.

Press Page Down to see the rest of the agreement.

:J\EAD CAREFULLY BEFORE IMSTALLING THE SOFTWARE, -
By installing the HiperLogic, LLC Activation Filter software (hereinafter "the Software™ or L
"Software”), you are accepting the following Licence Agreement,

LICEMCE AGREEMENT,

This End User License Agreement ("EULA") is a legal agreement between you (either an
individual or an entity) and HiperLogic, LLC for the software product identified above,

which may indude user documentation provided in online or electronic form, By installing,
copying, or otherwise using the SOFTWARE, you agree to be bound by the terms of this
ELILA, If you do not agree to the terms of this EULA, do not install or use the -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install HiperLogic ActivationFilter.

[ I Agree ] [ Cancel

Figure 1. The license acceptance installation screen.




Next, you will choose the default installation directory for the software.

Choose Install Location

Choose the folder in which to install HiperLogic ActivationFilter, H I PI:_ RL() G’ IC

This will install HiperLogic ActivationFilter on your computer, Please choose a directory

Destination Folder

C:\Program Files\HiperLogic\ActivationFilter

Space required: 1.8MB
Space available: 33.0GB

< Back “ Install I [ Cancel
Figure 2. The software location installation screen.
Finally, the installation is complete.
Installation Complete . ) .
Setup was completed successfully. H [ PI" RL()L} I( p
Completed

Show details

< Back Cancel

Figure 3. The installation is complete.

Step 1. Launch the Application Filter Configurator
Click Start->HiperLogic ->Activation Filter Configurator to launch the HAF Configurator. The HAF
Configurator is responsible for testing and creating the master configuration file used by the HAF console tool.




Next enter a license key, see Figure 4. If this is an evaluation, click Continue Evaluation. If you have
purchased the Activation Filter, click Install License and paste the license key from the email received from
HiperLogic.

Welcome to HiperLogic Activation Filter

Thank you far exaluating HiperLogic Activation Fiter.  To continue yar
evaluahion please click the "'Continue Evaluation' button.

You are on day 2 of your 14 day evaluation

Inztall License Conbinue Evaluation E st

Figure 4. Enter the license key.

After entering your license key the application will launch, see Figure 5.

File Tools Window Help

Argumerts Timeout

Programs

Application

Add H Remove || Modify || Test

Figure 5. The Activation Filter Configurator.

Step 2. Add FLEXIm licensed applications

The next step is to add the FLEXIm applications that will be checked by HAF. Only those applications
configured here will be checked by HAF. To add your first application, click on the Add button shown in
Figure 5. The application dialog shown in Figure 6 will appear.




There are four required pieces of information for each application: feature name, program path, program
arguments, and the program timeout.

Application

Feature: ||

Frograrm: I Browse |
Argurnents: I

Timeout; I 10 3‘

Seconds =

[F Cancel |

Figure 6. The Add Application Dialog,

Feature Name
Enter the name of the licensed FLEXIm feature to check for. This name must also match the name in the
HPCS job license definition. (See step five in this section).

Program

Enter the full path to the FLEXIm Imutil.exe executable. You can download the latest Microsoft Windows 64-
bit x64 Imutil.exe free of charge from Macrovision® at the follow URL:

http://www.globes.com/support/fnp utilities download.htm

NOTE: You must rename the binary to Imutil.exe for the binary to work properly. The examples in this
document assume the binary is installed into c:\flexlm\lmutil.exe.

Arguments

The last text box is for the arguments to the Imutil.exe command. The recommended argument for
Imutil.exe is Imstat —a —c por(@licenseserver where the port and licenseserver are to be filled in for your application.
See Figure 7 for an example. Contact your license administrator or software vendor if you are unsure of the
correct port and server for your application.

Command Timeout

The timeout increment indicates how long HAF should wait in seconds for a response from Imutil.exe before
deciding that the job should not start. If you increase this value beyond fifteen seconds, there is an additional
step to perform. (See section six for more details.)



http://www.globes.com/support/fnp_utilities_download.htm

Application =

FeaturEZ Imyfeature

Program: I-:: 4l Irutil exe Erowse |

Argurnentz: IImstat -a -¢ f2@licenzezemne

Timeout; I 10 3:

Secondz

] Cancel |

Figure 7. An example application configuration.

Step 3. Testing the configuration

After configuring the application settings, you will see the application will be listed in the list box. Highlight the
application to test, and click the Test button to test the communication to your license server. If the settings are
correct the output from Imutil.exe and the number of currently free licenses for the specified feature will be
displayed, see Figure 8.

Test Dutpukt !E[
SLCCESS: The number of curently available myfeature licenzes is 30

Dutput:

I
Imztat - Copyright [c) 1983-2005 Macrovizion Europe Ltd. and/aor
t acrovizion Corporation. Al Rights Reserved.
Flexible License bManager status an Thu 10/6/2007 14:11
[Detecting Imgrd proceszes...|
Licensze server status: 27000 zerver
Licenze file[z] on zerver: C:\Flexhmyfeature. lic:
server: license server UP +10.8
Yendor daemon status [on server):
myfeaturel: UP 10,8 L
Feature usage info:
|Jzers of myfeature: [Tatal of 41 licenses izsued; Total af 11 licenzes in
uze]
"myfeature” w67, vendor. myfeatureli
floating hcense
chmdr PC232 PC232 [v6. 7] [zerver/ 27000 310), start Thu 1046 9:00,
41 licenzez
Users of aqua: [Tatal of 41 licenzes issued; Total of O licenzes in use]
Usgers of dezigr: [Total of 41 licenses issued; Total of O icenzes in use] LI

Cloze |

A

Figure 8. Example test output from license server communication test..




If there is an error, check the settings are correct. If they are correct see section five on debugging HAF.

Step 4. Saving the Configuration

The configuration now needs to be saved for use by HAF. Go to the File menu and choose Save. Click OK to

accept the default filename ActivationFilter.config in the same directory where HAF was installed. See Figure
9.

NOTE: The filename must be ActivationFilter.config

ﬁ HiperLogic Activation Filter !E[
8 save As.
m | . = HiperLogic = ActivationFilker - @] ISearch
Organize v 33 Wiews ¥ | New Folder @
Eavorite Links Mame |v| Date modified |v| Type |v| Size |v| Tac
Mo items match yvour search.
Bl Deskiop
M Camputer
E| Dacuments
E Pictures
E’ Music
[/ Recently Changed
E Searches
| Public
Folders ~ 4 | _,I
R El-H A cLivationFilber j
Save as kype: IConfig files (*,config) j
¢, Hide Foldersl Save I Cancel I

Vi

Figure 9. Save the configuration file.

Step 5. Create an example job for testing

To create a test example job, launch the Windows HPCS Job Manager and fill in the job information, see
Figure 10. Click the Licenses section on the left hand side, and then click the Add button.

In the Feature text box type in the name of the FLEXIm feature this application requires.
NOTE: The Feature should match the Feature name you entered in Step 2.
Next in the Amount text field type in the amount of feature tokens/licenses required.

Finally, save this job XML to c:\temp\testjob.xml by clicking on the Save Job as button in the lower right
hand corner, see Figure 10.




B New Job

Select the software licenses For this job.
Job Details

[~ Licenss
Task List Name [ Humber |
myfeature 4

Resource Selection

Licenses

Add . Edit ... Delete

Submit Save Job as Cancel

5
R

Figure 10. Creating a job template.

Step 6. Testing HAF with the test job
To test HAF with the test job created, click on the HAF Tools->Test menu item, see Figure 11.

NOTE: If the configuration file ActivationFilter.config described in Step 4 was not saved, this menu
item will not be enabled.

0
=
File | Tools | Window Help

Activation Filter — »

Figure 11. The HAF test menu item




Enter the path to the test job saved from Step 5, then click the Test button. See Figure 12.

Test Activation Filter

Job Template: II::"xtemp"'.iDI:utest.:-ch Select Job Template |

Debug Lewvel: IInfu:u j

Cutput;

104742008 3:27:36 Ph:INFO: Checking Job Mame: jobthatneedslicense with Job 147
1012008 3:21:38 PM:INFO: Found 30 free icenzes. 10 licensels] requested for feature
myfeature

1012008 3:21:38 PM:INFO: Job 1d:¥ M ame:jobthatneedzlicense Allowed

Test I Cloze

Figure 12. The Test Activation Filter allowing the test job.

A dialog box will indicate if the job would have been allowed to run by HAF. The HAF log output is then
displayed in the Output window area.

Step 7. Enable HAF for production
There are three different ways to enable HAF. The simplest way to enable HAF is to click the Tools-
>Activation Filter->Enable menu item. See Figure 13.

NOTE: If the configuration file ActivationFilter.config described in Step 4 was not saved, this menu
item will not be enabled.

a5 HiperLogic Activatien Filter [E=R|E=R(E><D)

File | Tools | Window  Help
Activation Filter 3 Test
;
Dizable k‘

Figure 13. Enabling HAF.
The filter can also be enabled manually using the Microsoft HPC Cluster Manager tool that comes with
Windows HPCS under the Configuration tab-> Job Management section->Configure job scheduler
policies and settings->Filter Tab. See Figure 14.




Job Scheduler Configuration
Policy Eonfigurationl Eror Handling ~ Filker | Job History I
IF pou have created job activation or submizzion filter programs, you can uze
them to enforce job activation and submizsion, Specify the location of the
program az well s how long to wait for the program to respond.
r—Activation filter
Location:
|m Files [xBE)WHiperLogichactivationFiltersctivationFilte). exe Browsze... |
Time out after: |15 3: Seconds
r— Submigsion filker
Location:
Browse... |
Time out after: |15 3: Seconds
Restore Defaults | ak. I Cancel Apply

Figure 14. Enabling HAF through the Microsoft HPC Cluster Manager

Alternatively, HAF may be enabled using the Windows HPCS cluscfg command. See section six on how to do
this.

After HAF is enabled, any queued and submitted jobs will now be subject to the HAF filter.

Step 8. Monitoring HAF actions
All actions petrformed by HAF are logged to the log file in %INSTALLDIR%\ ActivationFilter.log where
%INSTALLDIR% is the location HAF was installed, by default c:\Program Files (x86)\ActivationFilter\.

Open this log file with a text editor to see what allow/deny actions HAF is petforming on jobs.

Section 4. Disabling HAF for Production

To disable HAF so Windows HPCS will schedule jobs without using the Activation Filter, click the Tools-
>Activation Filter->Disable menu item. See Figure 15.




File | Tools | Window Help
Activation Filter » Test

Enable

Figure 15. Disable HAF

The filter can also be disabled manually using the Microsoft HPC Cluster Manager tool that comes with
Windows HPCS under the Configuration tab-> Job Management section->Configure job scheduler
policies and settings->Filter Tab.

Alternatively, HAF can be disabled using the Windows HPCS cluscfg command. See section six.

Section 5. Debugging HAF Activation Issues

All actions petformed by HAF are logged to the log file in %o INSTALLDIR%\ ActivationFilter.log where
%INSTALLDIR% is the location HAF was installed to, by default c:\Program Files
(x86) \ActivationFilter\.

The log file will display the job ID and the reason the job was or wasn’t permitted. This section will list some
things to check if HAF did not take the correct action for a job.

Job is starting even though licenses are not available
If a job starts when a license is not available, there are several reasons this could occur:

1. The job license did not specify the correct feature name, or the feature name is misspelled.
2. The job license did not specify all required FLEXIm features required by the application.
3. The job license(s) did not specify enough token(s).

4. 'The application feature name is not configured in HAF. HAF will ignore unknown license features in
the job file and allow the job to run.

5. 'The licenses were available when HAF checked, but by the time the application was launched on the
compute nodes all licenses were in use.

6. HAF was not enabled.

Check the ActivationFilter.log file to see the root cause.

10




Job is not starting even though licenses are available

If a job will not start because HAF is not allowing it, Pending Reason will be listed in the Job Manager. See
Figure 16. If there is any other message in Pending Reason other than “Activation of this job was delayed
by the activation filter program”, then HAF is not the reason the job is not starting.

Job is not starting even though nodes are available

As of this writing Windows HPCS reserves a node that is currently being held up by the activation filter in the
Q state. This can result in case that all jobs are in the QQ state while all nodes are idle. Subsequent jobs will have a
Pending Reason indicating that sufficient resources are not available. Windows HPCS will not consider other
jobs to run after it has reserved nodes that the activation filter would not allow, even if those jobs could run.

Hiperlogic has submitted a request to Microsoft to change this behavior to release the node reservation if the
activation filter will not allow the job to start.

Active (1)
Fiter; [lobname || ouner < | submit time < | Froject name Sk 4

JabID | Job Name | State | Qwner | Evtor Message | Fending Reasan |
34 testiob Queued HIPERLOGIC\Adminisira.. Activation of this job was delaed by the activation fiter program.

Figure 16. A job being held by HAF.

Otherwise if HAF is not allowing the job to run, check the ActivationFilter.log file (See Step 8) for why HAF is
not allowing the job to start.

Imutil.exe is unable to talk to the FLEXIm server
If there appears to be a communication error like the server is down, double check your server and port settings
are correct. Also make sure there is no firewall between the cluster head node and your FLEXIm server.

If Imutil.exe is communicating, but you are getting erroneous output, make sure the Imutil.exe being used is
the same or greater than the version used by the application server. Download the latest version as
recommended in Section One/Step Two to avoid this issue.
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Section 6. Advanced Topics

Increasing the Windows HPCS activation filter timeout
Windows HPCS by default has a fifteen second timeout for the activation filter program. If HAF takes longer
than fifteen seconds for a query, Windows HPCS will kill HAF and not allow the job to start.

If HAF is configured to have an application query wait for longer than fifteen seconds, the Windows HPCS
activation filter timeout will have to be greater than your HAF settings.

For example, to increase the Windows HPCS activation filter program timeout to thirty seconds type the
following command on the head node at the Windows command prompt:

cluscfg setparams ActivationFilterTimeout=30
To view that the current setting type the following at the command prompt:

cluscfg listparams

Disabling/Enabling HAF using cluscfg
The cluscfg command included with Windows HPCS allows the activation filters to be enabled or disabled. To
use this command to disable HAF type the following command at the Windows HPCS command prompt:

cluscfg setparams ActivationFilterProgram=""

Alternatively use the Tools->Activation Filter->Disable menu command in HAF.

To enable HAF, use the

cluscfg setparams ActivationFilterProgram="prog”

Where prog is the full path to the ActivationFilter.exe executable. Alternatively use the Tools->Activation
Filter->Enable menu command in HAF.

Using HAF with the job command
License features can be added with the Windows HPCS job command line by using the /license option. For
example, to submit a job that requires four licenses of MYFEATURE, the command line would be

job submit /numprocessors:4 /license:myfeature:4 myapp.exe

12




Command line usage
The HAF Configurator graphical user interface is a front end that interacts with the console HAF
ActivationFilter.exe application.

To change the default logging level, change the location of the default configuration file, or the default location
of the log file, then interact directly with the ActivationFilter.exe command instead of using the HAF
Configurator.

To use HAF directly, start a Windows command prompt and change to the HAF installation directory.

Next, type the ActivationFilter.exe /? to see the example usage. See Figure 17.

[z»] Administrator: Command Prompt

c:“Program Files (xB6>“HiperLogic“~ActivationFilter>*ActivationFilter.exe /7

ADebug:{0ff IErroriWarningiInfoilerbose> The debugging level for the logfile.
Default value:'Info’ {(short form /D>

»8ilent[+i-1 Do not print logging output to the
cggsnle. Default value:'-' {(short form
i

ALogFile:<{string> The output logging file. Default
value: ActivationFilter.log <{short
form ~L>

»ConfigFile :{string> The 1.1 required configuration file.
Default value: ActivationFilter.config
{short form ~C»

<InputFile?> Windows HPC Server 28608 ¥ml Job File.

c:“Program Files (x86>\HiperLogic“ActivationFilterX_

Figure 17. Using ActivationFilter.exe

There are several options to ActivationFilter.exe to override the default settings. For example, to increase the
logging from Info to Verbose type:

ActivationFilter.exe /Debug:Verbose <Job File>

Where <Job File> is the HPCS XML job created in Step 6.

Section 7. Contacting Support

Please read our Frequently Asked Questions in this section before contacting support:

Q: Iinstalled HAF, but my jobs still go through when there are no licenses, what is wrong?
A: There are several things to check for:

1. Is HAF enabled?

2. Does the job license feature match what is configured in HAF?
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3. Was the license information added to the job?
4. Did the ActivationFilter.log file indicate anything?
Q: Can I release a single job from the Activation Filter?

A: The current release does not allow control of individual job activation. If a job is held by the Activation filter
in the Q) state that needs to continue (for example the user made a typo in the number of licenses required) then
right click on the job in the Job Manager and choose modify to change the licenses.

Q: We had a job HAF allowed through with sufficient licenses, but we received a job error that the application
couldn’t obtain license, what causes this?

A: There are several possibilities:

1. The user did not specify the correct number of licenses required in the job.
2. 'The user did not have the complete list of required features in the job.

3. 'The user spelled the feature wrong, or used the wrong case in the job.

4. Itis possible HAF allowed the job to run by checking for sufficient licenses, but in the window of time it
took to start the licensed application another user grabbed the needed licenses.

QQ: When a license is not available, the job holds up the node in the Q) state leaving it idle for an extended
petiod instead of considering another job to run. Can this be fixed?

A: This is a design issue with Microsoft HPC Server 2008. The scheduler will assign resources to the job and
wait indefinitely until the ActivationFilter allows the job to start.

Hiperlogic has requested Microsoft change this behavior so that if a license is not available, the job releases its
resources and returns to the queue instead of holding onto resources until licenses are available. If you
encounter this problem, please contact us so we can give this feedback to Microsoft.

Q: We use a commercial application that submits directly to the cluster, the application does not use the job
command or the HPC Job Manager to submit jobs. We contacted the vendor, and they do not have a

workaround to add license information to the job through the application. Can this application work with
HAF?

A: Yes, but a HPC Server Submission Filter is required to dynamically add the required license information at
submit time. HiperLogic can provide a custom Submission Filter on a consulting basis. Please contacts
sales@hipetlogic.com for a quote if you encounter this issue during your trial.

If you do not find an answer to your question, please email support@hipetlogic.com with your question. Please
include your ActivationFilter.config and ActivationFilterlog file from C:\Program Files
(x86) \HiperLogic\ActivationFilter in your email.
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Section 8. Extending HAF

HAF has an extensible plug-in framework to allow for other license technologies for your site. Please contact
sales@hipetlogic.com to discuss a consulting engagement if you require special customization.
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